PEOEPAITIBHAA CINYXXBA MO TEXHNYECKOMY N 3KCIMOPTHOMY
KOHTPOIO

NMPNKAS
oT 18 deBpana 2013 roga N 21

O6 yTBepxgeHun CocTaBa U coaepKaHUsl OpraHU3aLMOHHbIX U TEXHUYECKUX MepP
no obecneyeHnto 6Ge30MacHOCTM MEPCOHamNbHbIX AaHHbIX Npu nx obpaboTke B
NHGOPMALMOHHBIX CUCTEMAX NEePCOHarbHbIX AaHHbIX

(c usmeHeHnsamu Ha 14 mas 2020 roga)

[OKYyMEHT C U3MEHEHUAMMWN, BHECEHHBLIMU:

npukasom PCTIK Poccum ot 23 mapta 2017 roga N 49 (OdwmumnansHbIn
WHTEepPHeT-NopTan npaBoBOM UWHGoOpMauum www.pravo.gov.ru, 26.04.2017, N
0001201704260010);

npukasom PCTIK Poccum ot 14 masa 2020 roga N 68 (OdwmuunansHbIn
WHTEepPHeT-nopTan npasoBouM uWHGopmauum www.pravo.gov.ru, 10.07.2020, N
0001202007100002) (scTynun B cuny ¢ 1 aHBapsa 2021 roga).

B cootBetcTBMM C YacTbio 4 cTtatbn 19 PenepansHOro 3akoHa o1 27 uions
2006 roga N 152-93 "O nepcoHanbHblX AaHHbIX" (CobpaHne 3akoHoaaTenbcTBa
Poccunckon ®enepaumn, 2006, N 31, c1.3451; 2009, N 48, c1.5716; N 52, cT.6439;
2010, N 27, c1.3407; N 31, ¢cT1.4173, cT1.4196; N 49, c1.6409; 2011, N 23, cT1.3263; N
31, ¢t1.4701) wullonoxenvem o PepepanbHon crnyxbe N0 TEXHUYECKOMY W
OKCIMOPTHOMY KOHTPOMKO,  YTBepXadeHHbIM Ykazom [pesvaeHTta Poccuinckomn
®epepaumm ot 16 asrycta 2004 roga N 1085 (CobpaHue 3akoHogaTenbcTBa
Poccuinckon depepaummn, 2004, N 34, c1.3541; 2006, N 49, c1.5192; 2008, N 43,
c1.4921; N47, c1.5431; 2012, N 7, cT1.818),

Np1KasblBato:

1. Y1Bepautb npunaraemble CocTaB W codepXaHue OpraHn3auMOHHbIX W
TEXHUYECKNX Mep No obecnedeHnto 6e30nMacHOCTU NepCOoHarnbHbIX AaHHbLIX NPU UX
06paboTke B MHOPMALMOHHBLIX CUCTEMaX NePCOHarbHbIX AaHHbIX.

2. MpusHatb yTpaTtuswmm cuny npukas PCTIK Poccum o1 5 doeBpans 2010 roga
N 58 "O6 yTBepxaeHuu MNonoxeHna o MeTogax n cnocobax 3aumTbl MHopmaLmm B
NHAOPMALIMOHHBIX  CUCTEMax _ MepCcOHarnbHbIX  AdaHHbIX"  (3aperMcTpupoBaH
MuHiocTom Poccum 19 dpeBpans 2010 roaa, permcTtpaumnoHHbin N 16456).
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HAunpekTop

denepansHon cnyxobl Mo
TEXHNYECKOMY U
9KCNOPTHOMY KOHTPOSHO
B.CenuH

3aperncTpupoBaHo

B MMHucTepcTBe toCcTNLMN
Poccuinckon ®egepaumnm
14 maa 2013 roga,
perncTpaumoHHbin N 28375

CocTtaB 1 cogepXaHue opraHU3aumMoOHHbIX U
TeEXHUYECKUX Mep nNo obecrnevyeHuro
0e30MacHOCTU NepCcoHaribHbIX AaHHbLIX MPU UX
obpaboTke B UH(POPMALMOHHbIX CUCTEMAX
NepCcoHanbHbIX AaHHbIX

(c usmeHeHnsamu Ha 14 mas 2020 roga)

. O6wMe nonoxeHus



1. HacTosawmn gokymMeHT paspaboTaH B COOTBETCTBMM C YacTbko 4 ctatbu 19
depnepanbHoro 3akoHa ot 27 wwona 2006 roga N 152-03 "O nepcoHanbHbIX
AaHHbix" (CobpaHune 3akoHopaTtenbctBa Poccuiickon Pepepauun, 2006, N 31,
cT.3451; 2009, N 48, c1.5716; N 52, c1.6439; 2010, N 27, c¢1.3407; N 31, c1.4173,
cT.4196; N 49, c1.6409; 2011, N 23, ¢1.3263; N 31, c1.4701) » ycTaHaBnBaeT
COCTaB U codepkaHne OpraHM3auMOHHBbIX U TEXHUYECKUX Mep Mo obecneveHuto
6e3onacHOCTM MNepcoHarnbHbIX OaHHbIX Mpyu uUX obpaboTke B WMHEOPMALMOHHbLIX
cucTemMax nepcoHarbHbIX AaHHbIX (ganee - mepbl Mo obecnedyeHnto 6e3onacHOCTH
NepCOHanbHbIX AaHHbIX) ANS KaXdoro U3 ypoBHEN 3alLMLLEHHOCTU NepCoHarnbHbIX
AaHHbIX, YCTAHOBMNEHHbIX B TpeboBaHUAX K 3almTe NepcoHasbHbIX JaHHbIX NpU KX
obpaboTke B MHPPOPMALIMOHHBIX CUCTEMAX NEPCOHambHbLIX AAHHbIX, YTBEPXKAEHHbIX
nocrtaHoBneHvem [paBurenbctBa Poccunckon Peneparimm ot 1 Hoabps 2012 roga
N 1119 (CobpaHue 3akoHopaTenbctBa Poccunckon Pepepauun, 2012, N 45,
CT.6257).

Mepbl no obecneyeHnto 6e30nacHOCTM NEPCOHarNbHbIX AaHHbIX NPUHMMAKOTCS
AN 3aWmThl NePCOHarnbHbIX AaHHbIX OT HEMPaBOMEPHOrO UMK CllydanHoro gocTyna
K HAM, YHUYTOXEHUS, NU3MEHEHUS1, BNOKNPOBaHUS, KONMPOBaHUS, NpeaoCcTaBleHns,
pacnpocTpaHEeHUs1 MepCOHarbHbIX OaHHbIX, a TaKXke OT WHbIX HenpaBOMEpPHbIX
OEeNCTBUM B OTHOLLEHNN NEPCOHArbHbIX JaHHbIX.

B HacTosileM [OOKYMEHTE He paccMaTpmBaloTCsA BOMpoOCchbl obecneyeHus
6e3onacHOCTM NepcoHarnbHbIX AaHHbIX, OTHECEHHbLIX B YCTAHOBSIEHHOM MNopsake K
cBefeHuAM, COCTaBMAOLWMM rocy4apCTBEHHYIO TalHy, a TakXke Mepbl, CBA3aHHbIE C
NPUMEHEHMEM  LWUMGpOBarnbHbIX  (KpunTorpaduyecknx)  CpeacTs  3awmThbl

NHJpopMaL K.

2. besonacHocTb NepcoHarnbHbIX OdaHHbIX MNpu KX o0bOpaboTke B
NHPOPMAaLMOHHON CUCTEME MepCcoHasribHbIX AaHHbIX (ganee - MHGOoPMaLWOHHAas
cuctema) obecneuymBaeT onepaTtop WM nUUO, OcCyllecTBrsAowee o0b6paboTky
NepcoHanbHbIX [daHHbIX MO MNOPYYEeHWo onepaTtopa B COOTBETCTBUM C
3aKkoHopaTtenscTBoM Poccunrckon degepavmn.

[Ona BbINonNHeHUs paboT no obecneyeHMo 6e30MacHOCTU MEepPCOHarnbHbIX
AaHHbIX Mpu nx obpaboTke B WHEGOPMALMOHHOM CUCTEME B COOTBETCTBUM C
3akoHogartenscTBoM Poccuickon denepaum MOryT npuBriekaTbCs Ha LOrOBOPHOMN
OCHOBE topuanyeckoe nuuo Unv MHAnBMAOYyanbHbIA NpeanpuHMMaTtenb, UMetoLme
NMUEH3NI0 Ha [OeATeNnbHOCTb MO TEeXHUYECKOM 3almTe KOHMaeHunansHom

NHJpopMaL K.

3. Mepbl Nno obecneyeHnto 6e30nacHOCTU NepPCoHasbHbIX AaHHbIX peanMayoTc
B paMKax CUCTEMbI 3aLLMThbl MepCoHasrbHbIX JaHHbIX, CO34aBaeMon B COOTBETCTBUM
c TpeboBaHuagMU K 3aluMTe MNepcoHanbHbIX OaHHbIX Npu_ux obpaboTtke B
NHCPOPMALLMOHHBIX  CUCTEMax  MepCcoHasllbHbIX  AaHHblX,  YTBEPXOEeHHbIMU
nocrtaHoBneHnem lMNpaButensctea Poccuimnckon Penepaunm ot 1 Hoabpa 2012 roaga
N 1119, n porrkHbl 6biTb HanpaBfieHbl Ha HenTpanusauuil akTyasnbHbIX Yrpo3
6e3onacHOCTU NepCcoHarbHbIX AaHHbIX.
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4. Mepbl no obecneveHnto 6e3o0nacHOCTN NEPCOHarnbHbIX AaHHbIX peanunayTCs
B TOM 4ucCrie NocpeacTBOM MNPUMEHEHUA B MHE(OPMaLMOHHON CUCTEME CpencTB
3aWmThl MHGOPMaLUK, NpoLeaLwmnX B yCTaHOBMIEHHOM Nopsaake npoueaypy OLEeHKN
COOTBETCTBUA, B Cllydasax, Korga NpUMMEHEHME Takux cpeacTB Heobxoaumo Ans
HeNTpanM3auunmn akTyanbHbIX yrpo3 6e30nacHOCTU NepCoHarbHbIX AaHHbIX.

6*. OueHka 3¢eKTUBHOCTM peariM3oBaHHbIX B paMKax CUCTEMbl 3almTbl
NepcoHanbHbIX AaHHbIX Mep no obecneyeHuto 6e30nacHOCTU NEepPCOHarnbHbIX
AaHHbIX NPOBOAUTCSA OMNEPaToOpoOM CaMOCTOSTENBLHO WM C NPUBIIEYEHMEM Ha
AOroBOPHOM OCHOBE HOPUOMYECKMX UL, U MHAMBUAYANbHbLIX NpegnpuHUMaTenen,
NMEIOLWMX FIMLLEH3UI0 HA OCYLLECTBIIEHNE OEATESNIbHOCTU MO TEXHUYECKOW 3almTe
KOHMAeHuansHonm wHgopMmaumn. YkasaHHad oOueHKa MNpOoBOAUTCA He pexe
ofHoro pasa B 3 roga.

* Hymepauusi cooTBETCTBYET opurmHany. - [NpumedaHue unsrotoButensa 6asbl
OaHHbIX.

7. Mepbl no obecnevyeHnio ©e30MaCHOCTM MNEPCOHArbHbIX OaHHbIX MpU UX
obpaboTke B rocygapCTBEHHbIX WMHAOPMALMOHHBIX CUCTEMax MNPUHUMAKOTCS B
COOTBETCTBUM C TpeboBaHMAMM O 3almTe WHGopmMauuu, coaepxawencs B
rOCy4apCTBEHHbIX WMH(OPMaUMOHHBLIX CcuUcTeMax, YycTaHaBnmBaemMbiMn OCTIK
Poccun B npenenax cBoMx MOSIHOMOYMA B COOTBETCTBMM C YacTblo 5 ctatbm 16
depnepanbHoro 3akoHa ot 27 wona 2006 roga N 149-&3 "O6 wuHdopmaLmu,
NHAOPMALIMOHHbBIX  TEXHOMOMMAX WU O 3aumte  uHdopmaumun” (CobpaHue
3akoHopatenbcTBa Poccuimmckon degepaumn, 2006, N 31, cT1.3448; 2010, N 31,
cT.4196; 2011, N 15, ¢T1.2038; N 30, c1.4600; 2012, N 31, c1.4328).

Il. CocTtaB u copepxaHue mep no obecneyeHuro
0e30nacHOCTU NepcoHaribHbIX AaHHbIX


http://docs.cntd.ru/document/901990051

8. B coctaB mep no obecnevyeHno 6e30nacHOCTU MNEPCOHarnbHbIX AaHHbIX,
peanM3yemMblX B pamMKax CUCTEMbl 3alyTbl MNEPCOHArNbHbIX AaHHbIX C Y4ETOM
aKkTyarnbHbIX Yrpo3 6e30MacHOCTM MepcoHasibHbiX AaHHbIX W MPUMEHSIEMbIX
MHJPOPMAaLLMOHHbIX TEXHOSOMW, BXOAAT:

noeHTMdmKaUna n ayTeHTugunkaums CydbekToB JOCTYNa U 06 bEeKTOB A4OCTYNa;

yrnpaBrieHne 4OoCTyrnoM cyb6bLeKToB JOCTyNa K 06 bekTaMm 4oCTyna;

orpaHnyeHne NporpaMmmMHoON cpeasbl;

3aWwpMTa MalMHHbLIX HOCUTENen MHAOPMaLUUK, Ha KOTOPbIX XpaHATCA un (Unn)
obpabaTbiBalOTCA NepcoHarnbHble AdaHHble (Janee - MawvHHbIE HOCUTENn
NepcoHarbHbIX JaHHbIX);

pernctpaumst cobbiTnin 6esonacHocTy;

aHTUBUPYCHas 3aLLmTa;

obHapyxeHue (NpeaoTBpaLLEHNE) BTOPXKEHWI;

KOHTPOSb (aHanmM3) 3almLEHHOCTM NePCOHarnbHbIX AaHHbIX;

obecnevyeHne UENOCTHOCTU WHAOPMALMOHHOM CUCTEMbI U NEePCOHarNbHbIX
AaHHbIX;

obecrneyeHne JOCTYNMHOCTM NEPCOHArnbHbIX AaHHbIX;

3awmTa cpefbl BUpTyanusauuu;

3almTa TEXHUYECKUX CPeCTB;

3awmTa UHJoOpMaLMOHHOM CUCTEMbI, €€ CPenCcTB, CUCTEM CBSA3M N nepenayu
AaHHbIX;

BbISIBIIEHNE WHUMOEHTOB (OAHOro cobbiTMS unu rpynnbl COBbITUI), KOTOPbIE
MOryT NPUBECTM K COOSIM MM HapyLLEHWNIO (PYHKLMOHMPOBaHNS MHAOPMaLMOHHOM
CUCTEMbI U (MrM) K BO3HUKHOBEHWUIO Yrpo3 ©e30MacHOCTM NepCoHarnbHbIX AaHHbIX
(oanee - MHUMOEHTLI), U pearMpoBaHne Ha HUX;

yrnpaBneHne KoHurypaumen MHgpopMaLnoHHOW CUCTEMbI U CUCTEMBI 3aLLUUTDI
NepCcoHarbHbIX JaHHbIX.

CocTtaB u cogepxaHume mep no obecnedeHuo 6e30nacHOCTU NepCcoHarnbHbIX
AaHHbIX, HeobxoauMbIx Anst obecneyvyeHnst Kaxagoro M3 ypoBHEW 3alMLLEHHOCTU
NepCcoHarnbHbIX AaHHbIX, MPUBEAEHbI B MPUINOXEHNN K HACTOSLLEMY JOKYMEHTY.

8.1. Mepbl MO uvaeHTU(MKauMM n ayTeHTUdmKaumm cybbLEKTOB OocTyna U
0b6beKTOB AOoCTyna AOSKHbI obecnevmBaTtb NPUCBOEHUE CyDbekTam U obbekTam
AO0CTyMNa YHUKanNeHOro npusHaka (MgeHtudmkaTopa), cpaBHeHNe NpeabsiBrsemMoro
cybbekToM (OObekTOM) JocTyna uaeHTudmKaTopa C MNepedHeM MPUCBOEHHbIX
NOEHTU(PMKATOPOB, a TaKxe MNPOBepKY MNpUHAONEXHOCTU CYObekTy (0ObekTy)
A0CTyna npegbaBeHHOro UM naeHTudmkaropa (NnoaTeepxaeHne NoASIMHHOCTH).

8.2. Mepbl No ynpaBneHuo OCTYNOM CyOBbeKTOB 4OCTYNa K obbekTam gocTyna
AOkHbl - obecrnednBaTb ynpasBrfieHMe npaBamMn U NPUBUNErMSMU  CYOBHEKTOB
AO0CTyNa, pasrpaHnyeHne ocTyna CcyObekToB AocTyna K obbekTtam [OoCTyna Ha
OCHOBE COBOKYMHOCTM YCTaHOBJIEHHbIX B WHJOPMaLMOHHOM CUCTEME npaBurl
pasrpaHudeHnsa 4ocTyna, a Takke obecnevmBatb KOHTPOSb 3a COOMIOAEHNEM 3TUX
npaswun.



8.3. Mepbl NO OrpaHUYEHUO MNPOrpaMMHON cpedbl AOO0KHblI obecnevnBaTb
YCTaQHOBKY UM (MnM) 3anyck TOMbKO pPas3pelleHHoOro K  UCNoSib30BaHUK B
MHOPMALIMOHHOM  CUCTEME MporpaMMHOro obecneyeHmss WM - UCKM4aThb
BO3MOXHOCTb YCTAHOBKM M (MnM) 3anycka 3anpelueHHOro K MCNosib30BaHuO B
NMHPOPMAaLMOHHOW CUCTEME NPOrpamMMHOro obecneyeHus.

8.4. Mepbl No 3awmTe MalMHHBIX HOCUTESNEN NepCOoHarbHbIX AaHHbIX (CPeacTs
06paboTkM (XpaHeHUs) NepCcoHarnbHbIX AaHHbIX, CbEMHbIX MalUMHHBIX HOCUTENewn
nepcoHanbHbIX AaHHbIX) OOSDKHb NCKNoYaThb BO3MOXHOCTb
HeCaHKLMOHUPOBAHHOMO 4OCTYMNa K MalUMHHBIM HOCUTENSM N XPaHALLMMCS Ha HUKX
NepcoHanbHbIM  [OaHHbIM, a TakKXe HeCaHKLUMOHMPOBAHHOE WCMOb30BaHNe
CBHEMHbIX MALLMHHbLIX HOCUTENEN NepCOHarnbHbIX AaHHbIX.

8.5. Mepbl no permcTpauum cobbiTvin 6e30MacHOCTU AOO0IMKHbI obecnevnBaTb
cbop, 3annCb, XpaHeHWe N 3awmTy MHGopMauum o cobbiTnsx 6e3onacHoCTU B
MH(POPMALIMOHHOM CUCTEME, a TaKXe BO3MOXHOCTb MNPOCMOTpa W aHanmsa
NMHCpOpMaL MM O TaKMUX CODbITUAX U pearMpoBaHne Ha HUX.

8.6. Mepbl N0 aHTMBMPYCHOW 3awmTe O0kHbl obecneymBaTb OOHapyXeHue B
NHPOPMAaLMOHHON CUCTEME KOMMbIOTEPHBIX NPOorpaMm nmMbo MHOM KOMMbIOTEPHOM
MHpopMaumK, npegHasHa4YeHHON [ON1I9  HEeCaHKLMOHMPOBAHHOIO  YHUYTOXEHUS,
6roknpoBaHus, MogudmKauuKn, KOMUPOBaHUS KOMMbIOTEPHOW MHAOPMaUUn mnm
HenTpanu3auun CcpeacTB 3awmTbl MHQOpMauMM, a Takke pearMpoBaHWe Ha
oBHapyXeHne 3TUX NporpaMmm 1 nHgopmaumu.

8.7. Mepbl no obHapyxeHuo (NPeaoTBPALUEHUIO) BTOPXKEHUA  OOSDKHbI
obecrneymBaTb OOHapyxeHWe OenUcTBMW B WMH(OPMaUMOHHOW  CUCTEME,
HanpaBfeHHbIX HA HECaHKLMOHMPOBAHHbIM OOCTYN K MHGopMauun, crneunasnbHble
BO34ENCTBUA Ha MHGOPMALMOHHYIO cuUcTeMy U (UnNn) nepcoHasnbHble AaHHble B
uenax [obbiBaHUS, YHUYTOXEHUS, UCKaXeHuUst U OfokMmpoBaHus [oOCTyna K
NepcoHanbHbIM AaHHbIM, a TakXe pearmpoBaHne Ha 9Tu LENCTBUS.

8.8. Mepbl no KOHTpomn (aHanmM3y) 3alMLIEHHOCTU MNEepPCOHarbHbIX AaHHbIX
AOokHbl obecnevnmBaTb KOHTPOSb YPOBHS 3aLMLLEHHOCTU NEPCOHarbHbIX AaHHbIX,
obpabaTbiBaeMbix B  WH(OpMaLMOHHOM  cuUcTeMe, MNyTeM  NpPoOBeAEHUd
cUcTeMaTU4YeCcKmMx MeporpusaTUA Mo aHanuM3y 3alMLLIEHHOCTU MHOpMaLMOHHON
CUCTEMbI U TECTUPOBAHUIO PABOTOCNOCOOHOCTU CUCTEMBI 3alLUMTbI NEPCOHArbHbIX
JaHHbIX.

8.9. Mepbl no obecneyeHuo UEnocTHOCTU WMHGOPMALMOHHON CUCTEMbI U
NepcoHanbHbIX [aHHbIX  OOkHbl  obecnevmBatb  OBHapyxeHne  (hakToB
HEeCaHKLMOHNPOBAHHOIO HapyLUEHUS LEeSNIOCTHOCTU MHAOPMALMOHHON CUCTEMBI Y
cogepXawmxcsi B HEW MNepcoHalnbHblX [OaHHbIX, a TaKXke BO3MOXHOCTb
BOCCTAHOBSIEHUST MHGOPMAUMOHHONW CUCTEMbI W COOEPXALUMXCA B Heun
NepcoHarbHbIX AaHHbIX.



8.10. Mepbl no obecnevyeHnto LOCTYNHOCTU MEepPCOHasbHbIX LaHHbIX OOSMKHbI
obecrneymBaTb aBTOPM30OBaHHLIA [OCTYN MOSfb3oBaTeNen, MMEKLWMX npasa Mo
AO0CTYNy, K NepCOHanbHbIM AaHHbIM, CoAepKammMmca B MHpopMaLMOHHOW cucTeme,
B LUTATHOM pexume OyHKLMOHNPOBaHNA NHPOPMaLMOHHON CUCTEMBI.

8.11. Mepbl no 3aumTe cpegbl BUpTyanMs3auum OOSPKHbl  UCKIHOYaTb
HeCaHKLMOHUPOBAHHLIM OOCTYN K MepcoHarnbHbIM aHHbIM, obpabaTbiBaeMbiM B
BUPTYarbHOW MHPACTPYKTYPE, N K KOMIMOHEHTaM BUPTYarbHOW MHPACTPYKTYpbI U
(VM) BO3OENCTBUE HA HUX, B TOM YUCIie K CpeacTBaM ynpaBfieHUs BUPTyaribHOM
NH(PPACTPYKTYPON, MOHUTOPY BUPTYyarnbHbIX MalunH (rMnepBu3opy), cucTeme
XpaHEHUA OaHHbIX (BKMYasi CUCTEMY XpaHeHusi 00pasoB  BUPTYyarbHOW
NH(PPACTPYKTYPbI), CETU Nepedadn LaHHbIX Yepe3 3fIEMEHTbl BUPTyarbHOW Wnu
domsnyeckon NHJPPaCTPYKTYpbI, roCTeBbIM onepayoHHbIM cuctemam,
BUPTyanbHbIM  MalmHaMm  (KOHTEMHepaMm), CUCTEME U CEeTU  pensmKauum,
TEPMUHAINbHLIM U BUPTYaribHbIM YCTPOMCTBaM, a TaKxe CUCTEME pPe3epBHOro
KONMUPOBaHUSA 1 co3aBaeMbliM €10 KOMUAM.

8.12. Mepbl no 3aumrTe TEXHUYECKUX CPedcTB [OOSPKHblI  UCKIYaTb
HEeCaHKLMOHNPOBAHHbIN OOCTYN K CTauMOHapHbIM TEXHUYECKMM CcpeacTBaMm,
obpabaTbiBalOLMM NepcoHarnbHble AdaHHble, cpeacTBaMm, obecnevymBaloLmm
YHKLIMOHMPOBAHME WHPOPMAaLMOHHOM cUCTEMbI (fanee - cpeacTBa obecneyeHus
OYHKLIMOHNPOBAHMKS), N B MOMELLEHUS, B KOTOPbIX OHWU MOCTOSIHHO PachofiOXeHbl,
3aWLMTy TEXHUYECKUX CPedcTB OT BHELWHWMX BO3OEWCTBUA, a Takxe 3awmrty
NnepcoHarsibHbIX AaHHbIX, NPeCTaBIIEHHbIX B BUAE UHAOPMATUBHbLIX 3JIEKTPUYECKUX
CUrHasoB 1 oM3nYeCcKnx nosien.

8.13. Mepbl No 3awmTe MHGOpMaLMOHHOMN CUCTEMbI, €€ CPEACTB, CUCTEM CBA3MU
N nepefaym gaHHbIX OOSMKHbI obecnednBaTb 3aWMTy NepcoHasbHbIX AaHHbIX Npu
B3aMMOL4ENCTBUN MHEPOPMALMOHHOM CUCTEMbI UM €€ OTAENbHbIX CErMEHTOB C
NHBbIMM MHJ)OPMAaLMOHHBIMIN cuctemamm n MHJpOpMaLMOHHO-
TENEKOMMYHUKALUNOHHLIMW  CETAMU  MOCPELACTBOM  MPUMEHEHUA apXUTEKTYpbI
MH(POPMALIMOHHOM  CUCTEMbI U MPOEKTHbIX PEeLUeHUW, HarnpaBfieHHbIX Ha
obecrneyeHne 6e30nacHOCTU NEPCOHarNbHbIX AaHHbIX.

8.14. Mepbl MO BbISBMEHUIO WMHUWMOEHTOB W pearMpoBaHUIO Ha HUX OOJSDKHbI
obecrneymBaTb OOHapyxeHue, WAeHTUdMKauM, aHanmm3  MHUMOEHTOB B
WH(POPMALIMOHHOM CUCTEME, a TaKxe TMpPUHATHME Mep MO0 YCTPaAHEHWIo W
npenynpexgeHuio MHUMOEHTOB.

8.15. Mepbl no ynpaeneHuto KoHdMrypaunen uHGEOPMaLMOHHON CUCTEMBbI W
CUCTEMbI 3aWMTbl MEPCOoHarnbHbIX AaHHbIX OOMMKHbI obecnednBaTb ynpasrieHue
N3MEHEHNSIMN KOH(pUrypaumum uHGEOPMaLMOHHON CUCTEMblI U CUCTEMbl 3almThbl
NnepcoHasribHbIX AaHHbIX, aHanM3 MOoTEeHUManbHOro BO3L4ENCTBUSA MIAaHNPYEMbIX
n3MeHeHUn Ha obecneyeHne 6e30MacHOCTU MEPCOHarnbHbIX AaHHbIX, a TakXe
AOKYMEHTMPOBAHME 3TUX U3MEHEHNIA.



9. Bbibop mMep no obecnedeHuto ©e30MacHOCTU MEPCOHArNbHbIX OaHHbIX,
noanexawmx peanusaumm B MHGOPMALMOHHOW CUCTEME B paMKax CUCTEMb
3aWMTbl NepPCoHarbHbIX JaHHbIX, BKIOYaET:

onpeaeneHne ©asoBoro Habopa Mep no obecneyeHno ©Ge3onacHOCTU
NepCcoHanbHbIX  AdaHHbIX AN YCTAHOBSIEHHONO  YPOBHS  3alUMLLEHHOCTU
NepcoHanbHbIX [aHHbIX B COOTBETCTBMM C 0asoBbiMM Habopamn Mep Mo
obecrneyeHnto  6e30MacHOCTM  MNEpPCOHamNbHbIX  AaHHbIX, MNPMBEAEHHbIMX B
NPUINOXEHNN K HACTOSLLEMY JOKYMEHTY;

agantaunio OaszoBoro Habopa Mep no obecnedeHuto ©Oe3onacHOCTU
NEepPCOHanbHbIX AaHHbIX C YY4ETOM CTPYKTYPHO-(YHKLMOHASBHBIX XapakTepUCTUK
NH(POPMALMOHHON  CUCTEMbI, WH(OPMAaLMOHHBLIX TEXHOSOMMKW, OCODEHHOCTEN
YHKLMOHNPOBAHUSA MHAOPMALMOHHON CUCTEMbl (B TOM 4YUCIe UCKIIIOYEHME U3
6a3oBoro Habopa Mep, HenocpeacCTBEHHO CBS3aHHbIX C  WMHEOPMAaLMOHHbLIMU
TEXHOMOMMAMK, HE UCNOSTb3yeMbIMU B MHG)OPMALIMOHHOM CUCTEME, UMM CTPYKTYPHO-
YHKUMOHANbHBIMU - XapakTepuUcTUKaMn, He CBOWUCTBEHHbIMU WHPOPMAaLIMOHHON
cucteme);

yTOYHEHME aganTupoBaHHOro 6asoBoro Habopa Mep no obecneyvyeHuto
6e3onacHOCTM nepcoHasnbHbIX AaHHbIX C Y4EeTOM He BblOpaHHbIX paHee Mep,
NPUBELAEHHBIX B MPUIIOXKEHUN K HACTOSLWEMY [OOKYMEHTY, B pesynbTare 4ero
onpegenaTcs Mepbl No obecnevyeHnto 6e30MacHOCTM MepcoHasribHbIX AaHHbIX,
HanpaBfeHHble Ha HeuTpanuMsauuil BCEX akTyalbHblX Yrpo3 ©e30nacHOCTu
NepcoHasibHbIX AaHHbIX 415 KOHKPETHOW MHAXOPMaLMOHHOM CUCTEMbI;

OOMOSIHEHME YTOYHEHHOro aganTupoBaHHoro 6asoBoro Habopa Mep no
obecneveHnto 6€30MacHOCTN NepPCcoHarnbHbIX AaHHbIX MepaMmu, obecnedmsaroLLmMm
BbIMNOfHEHME TpeboBaHMM K 3awmTe nepcoHasibHbiX AaHHbIX, YCTaHOBIEHHbIMMU
WHbIMW  HOPMAaTMBHbIMW  MpPaBOBbIMM  akTamMm B obnactnm obecneyeHud
6e3onacHOCTU NePCOHarbHbIX AaHHbIX U 3aLLUMTbl MHGOPMaLUN.

10. Npn HEBO3MOXHOCTU TEXHUYECKOW peannsaumm OTAeNbHbIX BbIOPaHHbIX Mep
no obecneyeHnto ©e30MaCHOCTM MNEePCOHarnbHbIX AaHHbIX, @ TakKXe C Y4eToM
9KOHOMUYECKOW Lieriecoobpa3HOCTM Ha aTanax agantauum 6a3oBoro Habopa mep u
(M) yTOMHEHNsa aganTupoBaHHOro 6a3oBoro Habopa Mep MoryT paspabaTtbiBaTbCs
MHblE (KOMMEHCUPYIOLLME) MEPbI, HanpaBfieHHble Ha HEeUTpanu3auuio akTyarbHbIX
yrpo3 6e30nacHOCTN NePCOHarbHbIX AaHHbIX.

B aTom cnyyae B xoge pa3paboTkM CUCTEMbI 3aLmTbl MEPCOHArbHbIX OaHHbIX
OOIMKHO ObITb NpoBefeHO OOOCHOBaHME MPUMEHEHUSI KOMMEHCUPYHOLWMX Mep A5is
obecneveHns 6e3o0nacHOCTU NEPCOHaNbHbIX AaHHbIX.



11. B cnyyae onpegeneHuss B COOTBETCTBUM C TpeboBaHusaMW K 3aumre
NepcoHanbHbIX Npn Ux 06paboTke B MHEOPMALMOHHbIX CUCTEMAaX NEePCOHabHbIX
OAaHHbIX, yTBEpXXOeHHbIMY NnocTaHoBneHem  [NpaButenscTBa  Poccuinckom
®epepaumm ot 1 Hoa6pa 2012 roga N 1119, B KavecTBe akTyasibHbIX Yrpo3
6e3onacHOCTM NepcoHarnbHbIX AaHHbIX 1-r0 1 2-ro TUNOB AOMOSMIHUTENBHO K Mepam
no obecneyeHnto 6e30NacHOCTU MEePCOHarnbHbIX AaHHbIX, YKa3daHHbIM B MyHKTE 8
HaCTOSILLEro JOKYMEHTa, MOryT MPUMEHSATLCS criegyolme Mepbl:

npoBepka CUCTEMHOrO M (UNK) MPUKNAgHOro NpPorpaMMHOro obecneyeHus,
BKIIlOMAsA NpOrpaMMHbIN KOA, Ha OTCYTCTBME HeeKTapnupoBaHHbIX BO3MOXHOCTEN C
NCMNOfb30BaHNEM aBTOMAaTU3MPOBAHHbLIX CpeacTB U (Mnn) 6e3 MCnosib30BaHUS
TaKOoBbIX;

TecTUpoBaHne MHGOPMaLMOHHOM CUCTEMBbI HA MPOHUKHOBEHUS;

NCNob30BaHNe B MHGOPMALMOHHOW CUCTEME CUCTEMHOIO U (M) NPUKIagHoro
nporpammMmHoro obecneyeHusi, pas3paboTaHHOroO C WUCNOMb30BaHMEM METOL0B
3aLUMLLIEHHOrO NPOrpaMMMPOBaHUS.

12. TexHu4eckue Mepbl 3aWmTbl MNEePCOHasNbHbIX OaHHbIX pearnv3ylTCs
nocpeacTBOM MNPUMEHEHNA CpPeAcTB  3aumTbl  MHQOpMauum, B TOM 4uUCIie
nporpaMMHbIX (NporpaMMHo-annapaTHbIX) CpeacTB, B KOTOPbIX OHM peann3oBaHbl,
nverLmx Heobxoammble pyHKL MM 6e3onacHOCTN.

[Mpy ncnonb3oBaHMM B MHPOPMALIMOHHBLIX CUCTEMaxX CepTUGMLMPOBAHHbIX MO
TpeboBaHusaM 6e3onacHOCTU MHdOpPMaL MM CPEACTB 3allnTbl MHOPMaLIUK:

B WHJOPMaUMOHHBIX cuUCTemMax 1 ypOBHA 3alLMLLIEHHOCTU MepCOHarbHbIX
AaHHbIX MPUMEHSAKTCA CpeacTBa 3awmTbl MHGOpMauuM He Hwke 4 knacca v 4
YPOBHS JOBEpUS, a TakKe CpeacTBa BbIYUCITUTENBHOM TEXHUKN HE HWXe S Kriacca;

(AG3ay B pegakuun, BBeaeHHon B gencteure ¢ 1 aHBapa 2021 roga npykasom
PCTOK Poccum ot 14 mas 2020 roga N 68.
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B WMH(OPMAUMOHHbLIX CUCTEMAX 2 YPOBHA 3alLUMLLIEHHOCTU MepPCOHanbHbIX
AaHHbIX MPUMEHSAKTCA CpeacTBa 3awmTbl MHOPMaUUMKM He Hwke S5 knacca mn 5
YPOBHS JOBEpPUS, a TakKe CpeacTBa BbIYUCITMTENBHOW TEXHUKN HE HWXe S Kriacca;

(AG3ay B pegakuun, BBeaeHHon B gencteure ¢ 1 aHBapa 2021 roga npykasom
PCTOIK Poccum ot 14 mas 2020 roga N 68.

B WMH(OPMAaUMOHHbLIX CUCTEMAxX 3 YPOBHA 3alLUMLLIEHHOCTW MepCOHanbHbIX
AaHHbIX MPUMEHAIOTCHA CpeacTBa 3auwmTbl MHGopMauunM 6 Kracca M 6 ypOBHS
A0BEPUs, a TakKe CpeacTBa BblYUCIIUTESTbHON TEXHUKN HEe HKe 5 Knacca;

(AG3ay B pegakuun, BBeaeHHon B gencteure ¢ 1 aHBapa 2021 roga npykasom
PCTOK Poccum ot 14 mas 2020 roga N 68.

B WMH(OPMaUMOHHbLIX CcuUCTEMax 4 YPOBHA 3alLUMLLIEHHOCTU MepCOHanbHbIX
AaHHbIX MPUMEHAITCHA CpeacTBa 3auwmTbl MHGoOpMauunM 6 Kracca M 6 ypOBHS
A0BEPUS, a TakKe CpeacTBa BbIYUCUTESTbBHON TEXHUKN HE HKe 6 Knacca.

(AG3ay B pegakuun, BBeaeHHon B gencteure ¢ 1 aHBapa 2021 roga npykasom
PCTOK Poccum ot 14 mas 2020 roga N 68.

Knaccbl 3awmTbl onpegenstoTcst B COOTBETCTBUM C HOPMATUBHBIMUW NPaBOBbLIMA
aKkTamu, u3gaHHbIMM B cooTBeTCcTBUM C noanyHKToMm 13.1 nyHkTa 8 [NonoxeHus o
denepansHou cnyxbe No TEXHUYECKOMY M 9KCNOPTHOMY KOHTPOI, YTBEPXKOEHHOIO
Ykasom [NpesnaeHta Poccunckon Penepatimm ot 16 aBrycta 2004 r. N 1085.

YpoBHM O0BeEpUA yCTaHaBNMBAKOTCS B COOTBETCTBMM C TpeboBaHusIMM MO
6e3onacHOCTM WHGopMaL MK, yCTaHaBMBaOLLMMM YPOBHU OOBEPUS K cpeacTBaM
TEXHUYECKON 3almTbl UMHGopMaumm 1 cpeactesam obecneyeHust 6e3onacHoOCTU
NHPOPMAaLMOHHbIX TEXHOMOrMK, yTBEPXAEHHLIMKN Npukazom PCTIK Poccun ot 30
mona 2018 r. N 131 (3apeructpuposaH MuHtoctom Poccum 14 Hoabps 2018 r.,
perncTpaynoHHbin N 52686).

(AG3ay, gononHUTensHO BKrtodeH ¢ 1 aHBaps 2021 roga npukasom GCTIK
Poccumn ot 14 mas 2020 roga N 68)

ABG3aubl BOCbMOW - OecATbin npeablaywen pegakumm ¢ 1 anBaps 2021 roga
cUYMTalTCA COOTBETCTBEHHO ab3auamu OeBATbIM - OAMHHAALUATbIM HACTOSLLEN
peaakumm - npukas PCTIOK Poccum ot 14 masg 2020 roga N 68.



http://docs.cntd.ru/document/565068764
http://docs.cntd.ru/document/565068764
http://docs.cntd.ru/document/565068764
http://docs.cntd.ru/document/901905922
http://docs.cntd.ru/document/901905922
http://docs.cntd.ru/document/565068764
http://docs.cntd.ru/document/565068764

[Mpy  MCNONb30BaHUM B  WHPOPMALMOHHBLIX CUCTEMAxX CpeacTB  3almTbl
MHpopMaLMK, CepTUPULMPOBAHHBIX NO TpeboBaHnaM 6e3onacHOCTU MHGOPMaL UK,
yKasaHHble CcpeacTBa [AOmkHbl OblTb  CepTMdMUMpOBaHbl Ha COOTBETCTBUE
obasatenbHbiM TpeboBaHuAM no 6e3onacHoOCTU MHGOPMAaLMK, YCTaHOBEHHbLIM
HOPMaTUBHbBIMW NPaBOBbLIMW akTaMun, Ui TpeboBaHNSM, yKa3aHHbIM B TEXHUYECKMX
ycroBusiX (3agaHusx no 6e3onacHoCTK).

®dyHkumMn  6e3onacHOCTM  CpeacTB  3aWwMTbl  MHGoOpMauuMM  OOSMKHbI
obecrneymBaTb BbINOSIHEHME Mep MO obecrnedyeHnto 6e30nacHOCTN NepcoHarbHbIX
AaHHbIX, COAEPXALLMXCA B HACTOSLLEM JOKYMEHTE.

AG3ay, ytpatun cuny ¢ 1 auapsa 2021 roga - npukas PCTIK Poccum o1 14 mas
2020 rona N G8..

(MyHKT B penakuun, BBegeHHon B genctsue ¢ 7 masa 2017 roga npukasom
OCTIOK Poccum ot 23 mapTta 2017 roga N 49.

13. [pn  wucnomb3oBaHMM B MH(OPMALMOHHBIX  CUCTEMAxX  HOBbIX
MHPOPMALIMOHHbLIX ~ TEXHOSIOTMA U BbISBIIEHUW  OOMOSHUTENbBbHBIX  Yrpo3
6e3onacHOCTM MepcoHarnbHbIX AaHHbIX, A5 KOTOPbIX He onpeaeneHbl Mepbl
obecrneyeHna ux He3onacHOCTW, OOMMKHbI paspabaTbiBaTbCs KOMMEHCUpYoLLMe
Mepbl B COOTBETCTBUM C NMYHKTOM 10 HacTosALLEro JOKymMeHTa.

MpunoxeHune. CoctaB u cogepxaHue Mep No odbecneyeHUo
6e30nacHOCTU NepCcoHanbHbIX JaHHbIX, HEOOXOAUMbIX ONS
ob6ecneyeHUs KaXxaoro U3 ypoBHeun 3alyMLLEeHHOCTH
nepcoHanbHbIX AaHHbLIX

[NpunoxeHwne
k CocTtaBy
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YcrnoBHoe

obo3Ha4yeHue
n HOMep
Mepbl

ConoepxaHne mep no obecnevyeHuto
6esonacHocTU NepcoHanbHbIX
AaHHbIX

YpoBHU
3aLLUMLLIEHHOCTH
nepcoHarnbHbIX
AaHHbIX

l. pgeHTudwmkauna wmn ayTeHTudmkaumss cyObekToB OocTyrna M 0ObekToB

poctyna (MAD)

NAD.1

NoeHTndmkaums n
ayTeHTUdmKauma nonb3oBaresnien,
ABNSIOLLMXCS paboTHNKamMmm
oreparopa

NAD.2

NoeHTndmkaums n
ayTeHTUdmKaumsa ycTpomucTB, B TOM
yucrie cTauMoHapHbIX, MOBUIbHbIX
N NOPTaTUBHbIX

NAD.3

YnpasrneHve ngeHtugumkaTtopamu, B
TOM Yucrie co3gaHue, NpUcBOEHMe,
YHUYTOXEHNE NOeHTUnKaTopoB

NAD.4

YnpasneHve cpeacTeamu
ayTeHTMdmKauun, B TOM 4ucre
XpaHeHve, Bblaauya,
NHULWanu3aums, BriokupoBaHue
cpencrts ayTeHTudmKkauum n
NPUHATME Mep B cry4vae yTpaTbl U
(un)  KoMnpomeTauun  cpencTs
ayTeHTudmKkaumm

NAD.5

3awmTa obpaTHom CcBs3M Npu BBOAE
ayTeHTUdMKaLMOHHON MHopMaLInK




NAD.6

NoeHTndmkaums n
ayTeHTUdmKauma nonb3oBaresien,
He  saBngloWMXcs  paboTHUKamMu
oreparopa (BHELUHMX
nonb3oBarenen)

l. YnpaBneHve gocTtynomMm cydbekToB JocTyna k o6bektam goctyna (YI10)

yrig.1

YnpaeneHue (3aBeaeHue,
akTmBauus, GriokMpoBaHue n
YHUUYTOXEHNE) YYETHbIMU 3anmcsamm
nonb3oBaTtenen, B TOM 4uUcne
BHELUHMX Nonb3oBaTenen

yra.2

Peanusayus HeobXxoanMbIX
MeToa0B (AVCKPELMOHHbIN,
MaHOaTHbIA, pPOSIEBOM WNMN  UHOMU
MeTon), TWNoB (4TEeHMe, 3anuch,
BbIMNOSfIHEHWE WM WHOW TuN) W
NpaBun pasrpaHnyeHns gocTyna

yra.3

YnpasneHve (dmnbTpaums,
MapLIpyTusaumns, KOHTPOSb
coefuHeHNn,  OoaHOHanpasrieHHad
nepegad4a W UHble  cnocobbl
yrnpasneHnsa)  MHOopMaLMOHHbIMMU
NoTOKaMn Mexgy YCTpoucTBamu,
cermMeHTamu NMHJpopMaLMOHHOM
CUCTEMBI, a Takxe Mexay
NMHCPOPMAaL MOHHBIMK CUCTEMaMM

yrg.4

PasgeneHne nonHomouni (poren)
nosnib3oBaTenen, agMUHUCTPaATOPOB
n nuu, obecnevymBaloLLMX
JoyHKLMOHMpPOBaHWE
NMH(pOPMAaLLMOHHOW CUCTEMBI




yra.5

HasHaueHune MUHUMaIbHO
HeobXoOMMbIX MpaB U MNpUBUNErUi
nonb3oBaTensm, agMMHUCTpaTopam
n nauam, obecnevymBaroLLM
JoyHKLMOHMPOBaHWE
NMHJPOPMaLIMOHHOW CUCTEMBI

yrig.e OrpaHnyeHne HeycneLHbIX
NONbITOK BXo4a B MHAOPMAaLMOHHYHO
cuctemy (nocTyna K
NHPOPMaL MOHHON CUCTEME)

yna.7 [MpeoynpexneHve nonb3oBartend
npu ero Bxoge B MHAOPMaLMOHHYIO
cuctemy O TOM, 4YTO B
MHJpopMaLMOHHOM cucteme
peann3oBaHbl Mepbl no
obecneyeHuto 6esonacHoCTH
NepCoHamnbHbIX  AaHHbIX, U O
HeobxoaMMoCTH cobnoaeHus
YCTaHOBMEHHbIX ornepaTopom
npasun 0bpaboTkn nepcoHarbHbIX
AaHHbIX

yrig.8 OnoBelleHne nornb3oBaTens nocre
yCneLHOro BXo4a B
NHPOPMALMOHHYIO CUCTEMY O €ero
npeablayLwem BXoge B
MHJPOPMAaLIMOHHYIO CUCTEMY

yna.o OrpaHundeHne Yucrna napannesibHbIX

CeaHCoB [pocTyna Ans Kaxaowu
YYETHON  3anucu  nosnb3oBaTens
MHJOPMaLIMOHHOMN CUCTEMBI




yra.10

bBrokupoBaHne ceaHca foctyna B
MHJPOPMALIMOHHYO CUCTEMY MOcCre
YCTaHOBJIEHHOrO BpeMeHu
b6e3nencTeums (HeaKTUBHOCTM)
nonb3oBaTens Unn rno ero 3anpocy

yra.11

PaspelueHne (3anpeT) AOencTeum
nonb3oBarternen, paspeLlleHHbIX a0
nOoeHTUUKaLnun n ayteHTudmkaumm

yrig.12

Mopoepxka n COXpaHeHue
aTpubytoB 6e30nacHoOCTU (MeToK
6esonacHoCcTK), CBA3a@HHbIX C
WH(popMaumen B rnpouecce ee
XpaHeHns n 06 paboTkun

yna.13

Peanunsayus 3aLUMLLEHHOrO
yOaneHHoro goctyna CcyObekToB
gocTyna K obbektam gocTtyna
yepe3 BHeLWHWE WHAOPMAaLMOHHO-
TENEeKOMMYHUKaLMOHHbIE CETU

yrig.14

PernameHTauyms n KOHTPOIb
NCNOSb30BaHUA B MHG)OpMaL,MOHHOM
cucteme TEXHOSormMm
6ecnpoBogHoOro gocTtyna

yra.15

PernameHTtayus n KOHTPOIb
MCNOSb30BaHUA B MHGOpMaL,MOHHOM
cucteme MOBUIbHbBIX TEXHUYECKUX
cpencTs

Yra.16

YnpaBneHne B3aUMOOENCTBUEM C
MHJ)OPMaLMOHHBIMIN cucrtemMamm
CTOPOHHUX OpraHusauun (BHeLLHWEe
NMH(POPMAaL MOHHbIE CUCTEMBI)




yra.17 Obecne4yeHne [OBEPEHHOMN
3arpy3ku cpeacTB BblYUCUTENBHON
TEXHUKN

lll. OrpaHnyeHne nporpammHon cpegbl (Ol1C)

OrliC.1 YnpaBneHue 3anyckom
(oBpaLleHnamn) KOMMNOHEHTOB
nporpammMmHoro obecneyeHusi, B ToM
yucre onpegerieHne 3arnyckaemblX

KOMMOHEHTOB, HacTponka
napamMeTpoB 3arycka KOMMOHEHTOB,
KOHTpPOIb 3a 3anyckom
KOMMOHEHTOB NpOrpamMmMHOro
obecneyeHus

Ooric.2 YnpaBneHve yCTaHOBKOW
(MHCTannaumen) KOMMOHEHTOB

nporpammMmHoro obecneyeHusi, B ToM
yucne onpeaerieHne KOMMOHEHTOB,
noanexawmx ycTaHoBKe, HacTponka

napameTpoB YCTaHOBKMU
KOMIMOHEHTOB, KOHTPOIb 3a
YCTaHOBKOW KOMMOHEHTOB

nporpammMmHoro obecneveHus

Oric.3 YcTtaHoBKa (MHCTanmAums) TOMbKO
pas3peLleHHOro K  UCMOSb30BaHMUIO
nporpamMmmHoro obecneyeHns n (unwm)
€ro KOMMOHEHTOB

oric.4 YnpaBneHue BPEMEHHbLIMU
gpavnamn, B TOM 4ucrie 3arper,
paspeLueHue, nepeHanpasneHme
3anucu, yganeHne - BPEMEHHbIX

doannos

IV. 3awmTa MaLwmrHHbIX HOCUTEsen nepcoHasbHbIX AaHHbIX (3HN)




3HA.1

Yyert MaLLUMHHbIX HocuTenen
nepcoHanbHbIX JaHHbIX

3HN.2

YnpaBneHue O0CTYrnom K
MaLLMHHBLIM HOCUTENAM
NepcoHarnbHbIX aHHbIX

3HA.3

KoHTpornb nepemeLleHnst MalMHHbIX
HOCUTENEen NepcoHarnbHbIX OaHHbIX
3a npegernbl KOHTPOIMPYEMOW 30HbI

3HN.4

NcknioveHne BO3MOXHOCTU
HeCaHKLMOHUPOBAHHOIO
O3HaKOMSIEHUs1 C  coaepXxaHnem
nepcoHarnbHbIX OaHHbIX,
XpPaHALLMXCSA Ha MaLLMHHbIX
HoCcUTEensx, n (Mn1M) UCnorbL3oBaHUA
HOCUTeNen nepcoHarnbHbIX [aHHbIX
B NHbIX NHGPOPMAaLMOHHbIX
cuctemax

3HN.5

KoHTporb NCMONb30BaHUS
nHTepdencos  BBoAa  (BblBOAA)
NHcpopmau mm Ha MaLUWHHbIE
HOCUTENM NepPCoHarnbHbIX AaHHbIX

3HN.6

KoHTponb BBOJA (BbIBOAA)
NHpopmau mm Ha MaLUWHHbIE
HOCUTENM NepPCoHarnbHbIX AaHHbIX

3HN.7

KOHTpOJ'Ib noakno4vyeHnAa MallnMHHbIX
HOoCUTEnen nepcoHaribHbIX AaHHbIX




3HN.8

YHW4TOXEHME — (CTUpaHue)  nrm
obesnnymBaHue nepcoHanbHbIX
AaHHBbIX HA MaLUMHHBLIX HOCUTENsX
npu NX nepepadye mexay
nonb3oBaTtensamMu, B  CTOPOHHUE
opraHuMsaumm [Ons  pemMoHTa Wnm
yTunmsaumm, a Takke KOHTPOSb
YHUMTOXEHUA  (CTUpaHusl)  uim
obesnminBaHus

V. Peructpauyms cobbltuin 6esonacHoctn (PCH)

PCB.1 Onpegnenexue cobObITUN
©e3onacHoCcTH, noanexarumx
permcTpaumm, W  CPOKOB WX
XpaHeHus

PCB.2 Onpegnenexue cocTasa n
cogepxaHud NMHJpopmMaL mm 0
COObITUSAX 6e3onacHocTH,
noanexawmx peructpaumm

PCB.3 Cbop, 3anuCb U XpaHeHue
MHdbopMaLnmn 0 COObITUSAX
6e3onacHocTH B TeyeHne
YCTaHOBJIEHHOIO BPEMEHWN XPaHEHUS]

PCbE.4 PearmpoBaHne Ha cbou npwu

perncTpauum CcoObITUI
6e3onacHocTM, B TOM 4uUCnie
annaparHble n nporpaMmMHbIe
owmbkun, cbomn B MexaHn3amax cbopa
nHdpopmaumm n OOCTWKEHNE
npegena nnm nepenonHeHns
obbema (EMKOCTM) NaMATH




PCB.5 MOHUTOPUHI  (MPOCMOTpP, aHanus) + +
pe3ynbTaToB perncTpaumm codbiTUN
6e3onacHOCTM M pearnpoBaHMe Ha
HUX
PCBb.6 [eHepupoBaHWE BPEMEHHbBIX METOK
N (M) CUHXPOHU3aLUMA CUCTEMHOIO
BpEMEHHU B MHJpopMaLMOHHOM
cucteme
PCB.7 3aumta uHdopmMauum o cobbiTuax || + + + +
6esonacHocTU
V1. AHTUBMpYCHas 3awmTta (AB3)
AB3.1 Peanusauus aHTUBUMPYCHOW 3aumTbl || + + + +
AB3.2 O6HoBneHne 0a3sbl JaHHbIX || + + + +
NpU3HaKoB BPEAOHOCHbIX
KOMMbHOTEPHbIX nporpaMmm
(BupycoB)
VII. O6HapyxeHue sTopxeHun (COB)
COB.1 O6HapyxeHne BTOpXXeHWUI + +
COB.2 O6HoBneHne ©Gasbl  peLuaroLmx + +
npasun

VIIl. KoHTpornb (aHanu3) 3awmuweHHOCTN NepcoHarnbHbIX AaHHbIX (AH3)




AH3.1 BbisiBneHvne, aHanus ys3BuMocCTen + + +
WH(POPMALIMOHHOM  CUCTEMBI n
onepaTvBHOE YCTpPaHEHWe BHOBb
BbISIBSTEHHbIX YA3BUMOCTEMN

AH3.2 KoHTponb ycTaHoBkM o6HOBNeHun || + + + +
NporpaMmmMHOro obecneyveHus,
BKIto4as obHoBEHNE
NporpaMmmMHOro obecneyeHus

cpeacTs 3awmTbl MHGopMaLmum

AH3.3 KoHTponb paboTtocnocobHOCTN, + + +
napameTpoB HaCTPOWKMK n
NPaBUbHOCTU  (PYHKLMOHMPOBAHUSA
nporpammMmHoro  obecnedeHust un
CpeacTB 3aWwmTbl MHGpopMaLnm

AH3.4 KoHTponb cocTaBa TexXHUYECKUX + + +
CpeacTs, NporpamMmMHOro
obecnevyeHnss U cpencTB 3almTbl
MHJpopmMaL mm

AH3.5 KoHTpone npaBun reHepauum u + +

CMeHbl naporien norb3oBaTenen,
3aBefieHnss U yaaneHus ydeTHbIX
3anucen nornb3oBaTeneun,
peanusauum npasun pasrpaHnyeHns
[ocTyna, NOSTHOMOY I
nosib3oBaTternen B MHdopMaLMOHHOM
cucrteme

IX. O6ecneyeHne LENOCTHOCTU UHEOPMALMOHHON CUCTEMbI U NEPCOHarbHbIX
AanHbIxX (OLUT)




oLJ1.1

KoHTporb LLeNIOCTHOCTH
NporpaMmmMHOro obecne4veHus,
BKItOuas nporpammMmHoe

obecnevyeHne cpencTB  3awmThl
MHJpopmMaL mm

ouJi.2 KoHTporb LLENIOCTHOCTH
NepcoHanbHbIX O3aHHBbIX,
cogepxaumxcss B 6asax AaHHbIX
MHJOPMaLIMOHHON CUCTEMBI

ouJi.3 Ob6ecneyeHune BO3MOXHOCTM
BOCCTaHOBEHUS NpPOrpaMMHOro
obecneyveHus, BKItouas
nporpaMmmHoe obecrneyeHune
cpencTB 3awmTbl MHdOPMaLUUK, npu
BO3HWKHOBEHUU HeLLTaTHbIX
cutyauum

ousi4 O6HapyxeHne 1 pearmpoBaHMe Ha

nocTynneHne B WHAOPMAaLNOHHYIO
cuctemy HesanpalmBaeMbIX
9JIEKTPOHHbBIX COOBLLEHNA (NUCeM,
AOKYMEHTOB) N MHOW WHJpopMaLmn,

He OTHOCSALLMXCH K
JoYHKLMOHNPOBAHNIO
NMHJpopMaLMOHHOM CUCTEMbI

(3awmTa ot cnama)




oun.s

KoHTponb cogepxaHud
WHpopMau 1, nepesaBsaemMon U3
MHJpopMaLMOHHOM CUCTEMbI

(KOHTENHEPHbINW, OCHOBaHHbLIN Ha
cBoucTBax oOObekTa pfoctyna, W
(MrN) KOHTEHTHbIN, OCHOBaHHbLIN Ha
MovcKe 3arpeLieHHon K nepegade
nHdopMaLmm € UCMONb30oBaHUEM
CUrHaTyp, MacoK U MHbIX METOO0B),
M UCKIKOYEHNE  HenpaBOMEpPHOM
nepegnayu MHJpopmMaL mm n3
MHJPOPMaLIMOHHOW CUCTEMBI

ouJi.e OrpaHnyeHne npae nosib3oBaTenemn
no BBOAY NMHJpopmMaL mm B
MHJPOPMAaLIMOHHYO CUCTEMY

ouJ.7 KOHTpOrb TOYHOCTW, MOMHOTHLI W
NPaBUIbHOCTU [AaHHbIX, BBOAUMbIX
B MH(POPMAaLMOHHYIO CUCTEMY

ouJi.8 KoHTponb ownbo4YHbIX AOencTBui

nonb3oBartenen no Beoay WM (unwm)
nepefayvye nepcoHasbHbIX AaHHbIX U
npegoynpexgeHne  nornb3oBaTternen
00 OLLMOOYHBIX OENCTBUSAX

X. ObecneyeHne 0OCTYNMHOCTU NepcoHarnbHbIX AaHHbIX (OAT)

OoAT.A1

Ncnonb3oBaHne OTKa30yCTOMUMBbLIX
TEXHUYECKUX CPEACTB

OAT.2

Pe3epBupoBaHue TEXHUYECKUNX
CpeacTs, NporpaMmmMHOro
obecneyveHus, KaHarnoB nepegayn
MHdhopMaLLnuK, cpencrts
obecrneyeHna  YHKLMOHUPOBAHUS
MHJOPMaLIMOHHON CUCTEMBI




OoAT.3

KoHTporb 6e30TKa3Horo
OYHKLMOHMPOBAHUA ~ TEXHUYECKUX
cpeacTs, obHapyxeHue n
nokanusaums OTKa30B

yHKLMOHNPOBaHMS, NPUHATUE Mep
MO BOCCTAHOBIIEHMIO OTKa3aBLLMX
CPEACTB U UX TeCTUPOBaHUE

OoAT.4 [Nepnognyeckoe pe3epBHOEe
KOnupoBaHue NepCcoHanbHbIX
OAHHbIX Ha pe3epBHblie MalLMHHbIE
HOCUTENM NepcoHarnbHbIX AaHHbIX

oarT.s ObecnevyeHne BO3MOXHOCTM
BOCCTaHOBIIEHUS NepcoHanbHbIX

OaHHbIX C pe3epBHbIX MaLUMHHBIX
HOCUTEeNen nepcoHarnbHbIX OaHHbIX
(pesepBHbIX KOMWA) B  TedeHue
YCTaHOBSIEHHOrO BPEMEHHOro
NHTepBana

Xl. 3awmTta cpeabl BupTyanusauum (3CB)

3CB.1

NoeHTndmkaums n
ayTeHTMdmKaumns CyObeKTOB
AocTyna u O0beKkToB AocTyna B
BUPTYarbHOW WHAQPaACTPYKType, B
TOM  4yucre  agMUHUCTPATOpPOB
yrpaBneHus cpencrteamm
BUPTYyanusauuu

3CB.2

YnpaerneHve [OCTYrNOM CYyObeKkTOB
aoctyna Kk obbekTam [octyna B
BUPTYarbHOW WHAQPaACTPYKType, B
TOM 4uCrie BHYTPU BUPTYasibHbIX
MaLLMH




3CB.3

Pernctpauuns cobObITUN
B6esonacHOCTM B BUPTYyarbHOM

NHJppacTPyKType

3CB.4 YnpaBneHue (dmnbTpaums,
MapLUpyTH3aLums, KOHTPOIb
COedNHEHUs,  OOHOHarnpaBlieHHas
nepegada) notokamu MHdopmMauum
Mexay KOMMOHEHTaMn BUPTYanbHOM
MHPPACTPYKTYpbl, a Takke no
nepumeTpy BUPTYaribHOM
NMHJPPaCTPYKTYpbI

3CB.5 [loBepeHHas 3arpyska CcepBepoB
BUPTYyanusauuu, BUPTYyaribHOM
MalWWHbl (KOHTEeWHepa), cepBepoB
yrnpaBrieHnsa BUpTYyanM3aumnen

3CB.6 YnpasneHue nepemMeLleHnem
BUPTYarbHbIX MaLUWH (KOHTENHEPOB)
n obpabaTbiBaEMbIX HA HUX OaHHbIX

3CB.7 KoHTporb LLEeSNIOCTHOCTH
BUPTYaribHOM MHPACTPYKTYpPbl U ee
KOHJoMrypauun

3CB.8 Pe3epBHOE KOMNUPOBaHME AaHHbIX,
pe3epBupoBaHmne TEXHUYECKUNX
cpeacTs, NporpamMmMHOro
obecneyeHus BUPTYarnbHOM
NMHPPACTPYKTYPbI, a Takxe KaHarnos
CBS3N BHYTPWU BUPTYyarbHOM
MHJPPaCTPYKTYpbI

3CB.9 Peanusauuns n yrnpasneHue
aHTMBUPYCHOMN 3awmTon B

BUPTYaribHOM MHAPACTPYKType




3CB.10

Pa3bueHne BUPTYarnbHOM
NHGPACTPYKTYPbl  HA  CErMeHThl
(cermeHTUpoBaHMe  BUPTYyarbHOM

NHPPACTPYKTYpbI) AN 0bpaboTku
NepcoHarnbHbIX JaHHbIX OTAENbHbIM
nonb3oBareneM wu (Mnu) rpynnou
nonb3oBarerneu

Xll. 3awmTa TexHndeckux cpeacts (3TC)

3TC 1 3awmTa NMHdpopMaL K,
obpabaTtbiBaeMot  TEXHUYECKUMMU
cpegctBamn, OT €€  YTeYkM 1o
TEXHUYECKMM KaHanam

3TC.2 OpraHusauung KOHTPOIMpyeMoWn
30Hbl, B npegenax KOTOPOW
NOCTOSIHHO pasmeLlarTCcs
CTalMOHapHbIE TeXHU4eckme
cpeacTsa, obpabarbliBatome

MHJpopMaL Mo, N cpeacTea 3almThbl
MHpopMaLMKM, a Takxe cpeacTea
obecrneyeHnsa pyHKLMOHNPOBaHNSA




3TC.3 KoHTporb n ynpaeneHve || + + + +

dom3nyecKkum AOCTYMNOM K
TEXHUYECKUM cpencTteam,
cpeacTtBamMm 3awmTbl  MHdOpMaL MK,
cpeacTeam obecne4yeHus

PYHKLMOHNPOBAHNA, a TaKxe B
NOMELLEHNs W COOPYXeHusl, B
KOTOPbIX OHU YCTaHOBJSIEHbI,
NCKIIoYaroLme
HeCaHKLMOHNPOBaHHbIN
dm3n4ecknun [OCTyn K cpeacTBam

obpaboTku NHpopmaLmu,
cpeacTeBam 3awmTbl MHGOPMaLUN U
cpeacTeam obecne4yeHus
JoYHKLMOHNPOBAHNSA

WH(POPMALIMOHHOM  CUCTEMBI, B
NOMELLEHNs W COOPYXeHusl, B
KOTOPbIX OHW YCTaHOBJIEHDI

3TC.4 PasmelleHne ycTpoucTB BbiBoga || + + + +
(oTOBpaeHus) NHpopmaLmu,
NcKno4vatoLlee ee

HeCaHKLIMOHNPOBAHHbIN MPOCMOTP

3TC.5 3awmrta OT BHELUHUX BO3OEeNCTBUMN
(BO3OENCTBUIN OKpYKatoLLEN cpenpbl,
HecTabunbHOCTK
9NEeKTPOCHabXeHus,
KOHOMLIMOHNPOBAHMS n NHbIX
BHELLHMX (bakTOpOB)

Xll. 3aumta MHPOPMALMOHHON CUCTEMbI, €e CpencTB, CUCTEM CBA3N U
nepega4vn gaHHbix (3UC)




31NC.1

PaspgeneHve B WHJpopmMauMOHHOM
cucteme (OyHKUUW MO yrnpasreHuo
(aAMUHUCTPUPOBAHUIO)
MHJpopMaLMOHHOM cucTemon,
ynpasneHuio (aAMUHUCTPUPOBAHUIO)
CUCTEMON 3alMTbl NEepCOHasbHbIX
AaHHbIX, YHKUMA no obpaboTke
NepCoHarnbHbIX OaHHbIX W UHbIX
doyHKL M MHJ)OPMAaLLMOHHOMN
cucTeMbl

3nC.2

[NpegoTBpalleHne  3adepXkn  UIn
npepblBaHUS BbIMOSTHEHNS
npoueccosB C BbICOKMM
NPUOPUTETOM co CTOPOHDI
NpOLECCOB C HN3KUM MPUOPUTETOM

3nC.3

ObecnevyeHne 3almThI
NepCcoHanbHbIX AaHHbIX oT
pPacKpbITUS, mMoaudmkaLmum n
HaBsA3blBaHUS (BBOO@  JIOXHOW
MHpopmaumm) npu ee nepegade
(nogrotoBke K nepegade) no
KaHanam CBSi3W, MMeWLWMM BbIXoA
3a npegernbl KOHTPOIMPYEMOWN 30HbI,
B TOM 4ucrne 6ecnpoBogHbIM
KaHanam CBA3U

3nC.4

Ob6ecneveHne gOBEPEHHbIX KaHana,

MapLipyTa Mexay
aaMVHUCTPATOPOM, Mosib3oBaTenem
n cpeacTeamu 3aumThl
NMHJpopmMaL mm (CbyHKLMSIMIN

6e3onacHOCTM CpeacTB  3alMThbl
NHpopmaLmn)




3nC.5

3anpeTt HeCaHKLMOHNPOBAHHOW
yAaneHHom akTuBauumn Bugeokamep,
MUKPOJOOHOB n NHbIX
nepugepuUnHbIX YCTPOWUCTB,
KOTOpble MOIMyT aKTMBMPOBaTbCH
yAarneHHo, n OMNoBeELLEHNE
nonb3oBartenen o006  akTMBauuu
TaKuX yCTPOUCTB

3NC.6

[Nepenaya n KOHTPOIb LENIOCTHOCTH
aTpubytoB 6e30rMacHoOCTU (MeToK
6e3onacHoOCTK), CBA3a@HHbIX C
NepCcoHarbHbIMKU  OaHHbIMK,  MpU
obmeHe NMU C NHbIMM
NHGOPMALMOHHBIMU CUCTEMaMK

3nC.7

KOHTpOnb CaHKUMOHMPOBAHHOIO U
NUCKIMOYEHNe
HeCaHKLMOHNPOBAHHOIO
NCMONb30BaHUS TEeXHOSornm
MoOuUNbHOro kKoga, B TOM Yucne
permctpaumsi cobbITUN, CBA3AHHbIX
C WUCMOSIb30BAHMEM  TEXHOSIOrMm
MOOUNBHOrO Koaa, WX aHanu3 u
pearpoBaHMe Ha  HapyLlleHus,
CBA3aHHble C  UCMOSfIb30BaHNEM
TEeXHOSIorMm ModunbHOro Koaa

31C.8

KOHTpOnb CaHKUMOHMPOBAHHOIO U
NCKITIOYeHne
HeCaHKLMOHNPOBAHHOIO
MCMNOSIb30BaHUSA TEXHOSIOMI
nepegayn peyn, B TOM uuche
percTpaumnss cobbiTUN, CBA3AHHbLIX
C  WCMOfb30BaHWEM  TEXHOSIOMN
nepegayn pedn, UX aHarms u
pearMpoBaHMe Ha  HapyLleHus,
CBAA3aHHble C  UCMNOSfb30BaHMEM
TEXHOSIOMI Nepefaymn peym




3nC.9

KOHTpONb CaHKUMOHMPOBAHHON U
NCKIOYEHNE
HeCaHKLMOHNPOBAHHON  Nepenayun
BUOEeOUHopMaLum, B TOM 4ucre
percTpaumnss cobbiTUN, CBA3AHHbLIX
C nepepaden BuageonHdopmMaumn,
MX aHarm3 K pearnpoBaHve Ha
HapyLLEHWs, CBSI3aHHbIE C
nepegayen snageovHgopmawmm

31nC.10

[MooTBepxaeHne - MPOUCXOXOEHUS
NCTOYHUKA NHJpopMaL K,
noslyd4aemom B npouecce
onpenerieHna ceTeBbIX agpecoB Mo
CeTeBbIM MMEHaM U onpeaesrieHnd
CeTeBblX MWMEH T[O0 CeTeBbIM
agpecam

31C.11

ObecnevyeHne NOAJIMHHOCTHU
ceTeBblX CcoeguvHeHUMn (ceaHCoB
B3aMMOAENCTBMS), B TOM Ymcne s
3alMTbl  OT MOAMEHblI CEeTeBbIX
YCTPOUCTB U CEPBUCOB

3nC.12

NckntoveHne BO3MOXHOCTU
oTpuuaHua nosb3oBartenem gakra
OTNpaBKM MepCOoHarnbHbIX OaHHbIX
ApYyromy nosib3oBaTernto

3nC.13

NckntoveHne BO3MOXHOCTU
oTpuUuaHua nosb3oBarternem gakra
NOSTydEeHUs MepcoHarbHbIX OaHHbIX
OT ApYroro nosib3oBaTens

3nNC.14

Ncnonb3oBaHue YCTPOWCTB
TEepMUHaANbHOrO  Aoctyna  And
00paboTKM NePCOHanNbHbIX AaHHbIX




3nC.15

3awmTa apXMBHbIX doanrnos,
napamMeTpoB HACTPOMKM CpencTB
3alLmThbl MHJpopmMaL mm n
NporpaMmMHOro obecnevyeHnst n UHbIX
OaHHbIX, He nognexawmx
N3MEHEHMIO B Npouecce 0bpaboTku
nepcoHarbHbIX AaHHbIX

3nC.16

BbisiBneHwe, aHanus n
6rokuposaHme B WHEpopMaLMOHHOW
cucrteme CKpPbITbIX KaHarosB
nepegadn wHgopmaumum B 0b6xoa
peann3oBaHHbIX Mep WM BHYTPU
pa3peLleHHbIX CETEBbIX NMPOTOKOSIOB

3nNC.17

PasbuneHune NHpopMaL,MIOHHOW
CUCTEMBI Ha CEermMeHTbI
(cermeHTMpoBaHmne
MH(POPMALMOHHON  CUCTEMbI) W
obecrneyeHne 3awmTbl NEPUMETPOB
CerMeHTOoB NMHJpopMaLMOHHOM
CUCTEMBI

31nC.18

Ob6ecneyeHne 3arpysku n
NCMNONHEeHns NpOrpaMMHOro
obecneyeHuns C MaLUMHHbIX
HOCUTENen NepcoHanbHbIX OaHHbIX,
OOCTYMHbIX TOMbKO AN YTEeHUs, U
KOHTPOMb  LLEeNMOCTHOCTM  [aHHOro
nporpammMmHoro obecneveHus

3nC.19

N3onsaumsa npoueccoB (BbINOSHEHNE
nporpaMm) B BbleneHHon obrnacTu
namaTu

31nC.20

3aumTa 6ecnpoBogHbIX
COegVHEHUN,  MPUMEHSIEMbIX B
MHJPOPMAaLIMOHHOW cuUCTEME




XIV. BbisiBfieHne nHungeHToB 1 pearnpoBaHue Ha Hux (MHLL)

NHL.1 OnpegenexHne nuu, OTBETCTBEHHbIX + +
3a BblgBfiEHME WHUMOEHTOB U
pearmpoBaHme Ha HUX

NHLL.2 O6HapyxeHune, wungeHTUdmKaumna wu + +
perMcTpaumnsa MHUNOEHTOB

NHLU.3 CBoeBpeEMEHHOE UNHAOPMUPOBaHUE + +
1L, OTBETCTBEHHbIX 3a BblSBNEHME
WHUMOEHTOB W pearMpoBaHMe Ha
HUX, O BO3HUKHOBEHWUW WHLMOEHTOB
B NMHJpopMaLMOHHOM cucteme

nonb3oBaTensamMmn n
agMUHUCTpaTopamu
NHLL.4 AHanM3 WMHUWOEHTOB, B TOM 4uUCrie + +

ornpegeneHne NCTOYHMKOB M NPUYMH
BO3HUKHOBEHUS  MHLUMOEHTOB, a
TakXe OLeHKa nx nocneacTeumn

NHL.5 [pyHATME Mep MO YCTPaHEeHWUHo + +
nocnegcTBUin NHUMOEHTOB

NHL|.6 [TnaHupoBaHue 1 NPUHATUE Mep Mo + +
npenoTBpaLLEHNIO NOBTOPHOIO
BO3HWUKHOBEHUS MHLWOEHTOB

XV. ¥YnpaBneHve KOHwurypaunen uHGPOPMaLMOHHON CUCTEMbI U CUCTEMbI
3alLMTbI NepCcoHarnbHbIX AaHHbIX (YKO)




YK®.1

Onpenenexue nu, KOTOPbIM
paspeLlleHbl JeNCTBUA NO BHECEHUIO
N3MEHEHUI B KOHJoMrypauuio
MHOPMALIMOHHON  CUCTEMbI n
CUCTEMbI 3alWMTbl MEPCOHarnbHbIX
AaHHbIX

YK®.2

YnpaBsrneHue N3MEHEHUSIMU
KOHJMrypauun  MHdpopmMauMOHHOM
CUCTEMbI W  CUCTEMbl  3alUTbI
NepcoHanbHbIX AaHHbIX

YK®.3

AHanus NnoTeHUnanbHOro
BO34eNcTBus NNaHMpyeMbIX
N3MEHEHUI B KOHJoMrypauum
MHJOPMALMOHHON  CUCTEMbI n
CUCTEMbI 3aWmTbl MNEePCOHanbHbIX
AaHHbIX Ha obecneyeHve 3awmThbl
nepcoHarnbHbIX AaHHbIX n
corrnacosaHue N3MEHEHUI B
KOHdMrypauun  MHdpopmMalMOHHOM
CUCTEMblI C [OOSMKHOCTHBIM JIMLIOM
(pa®OTHUKOM), OTBETCTBEHHbIM 3a
obecrneyeHune 6esonacHocTU
NepcoHanbHbIX AaHHbIX

YK® 4

[okymeHTMpoBaHMe  MHJpopmalmm
(OaHHbIX) 00  M3MEHeHusX B
KOHJMrypauun  MHdpopmMalMOHHOM
CUCTEMbI W CUCTEMbl  3aLMTHI
NnepcoHaribHbIX AaHHbIX




"+" - Mmepa no obecneyeHnto 6€30MacHOCTN NepcoHarnbHbIX AaHHbLIX BKKOYEHa
B ©asoBbln Habop Mep AN  COOTBETCTBYIOLWIErO YPOBHA  3alUMLLEHHOCTU
NepCOHarnbHbIX JaHHbIX.

Mepbl no obecnedyeHnio 0Oe30NacHOCTM NEepPCOoHarnbHbIX OaHHbIX, He
0603Ha4YeHHbIE 3HAKOM "+", MPUMEHSIOTCA NpK aganTtauun 6a3oBoro Habopa mep n
YTOYHEHUN apanTupoBaHHOro 6asoBoro Habopa Mep, a Takke npu paspaboTke
KOMMEHCUPYIOLLMX Mep No obecneveHnto 6e30nacHOCTM NePCOHarnbHbIX AAHHbIX.
Penakumsi JOKyMEHTa C y4eToM
N3MEHEHUN 1 OOMNONHEHUM NOArOTOBIIEHA
AO "Kogekc"
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